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PROTECTION DURING OPERATION

Prevent Execution of Malware
Uses whitelisting to help prevent execution

of unrecognized malware. McAfee Embedded Control

Protection from Tampering
Uses whitelisting to help prevent tampering 

of existing firmware and applications.

Checks that the boot code, firmware, and applications 
have not been modified or tampered with.

Canon imageRUNNER 
ADVANCE models offer 

features that help
protect the MFP from

malware and tampering
at start-up and during

device operation.*

MFPs share many 
of the same

characteristics as a 
PC—and some of the 
same security risks!

Only firmware and applications 
that are digitally signed by Canon 

can be installed on the MFP. 

* Features highlighted in this document apply to third generation imageRUNNER ADVANCE 3rd edition models.
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